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APPROVED AND AGREED: 
 
BY PLAINTIFFS: 
 
 
 

 

Michael Meyers 
 
 
 

 

Daniel Muske 
 
 
 

 

Gary Kaplan 
 
 
 

 

Kim Wever 
 
 
 

 

Joshua Pyfrom 
 
 
 

 

Lashawntae Washington 
 
 
 

 

Ted Melton 

BY DEFENDANTS 
 
 
 

 

Brian J. Smith 
President, BHI Energy Services LLC & BHI 
Energy Specialty Services LLC 
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APPROVED AS TO FORM: 
 
 
By Class Counsel for Plaintiffs: 
 
 
 
_________________________ 
William B. Federman 
Interim Class Counsel 
 
 
 
_________________________ 
A. Brooke Murphy 
Interim Class Counsel 
 

 
 
 
By Counsel for Defendants: 
 
 
 
_________________________ 
Michael J. Stortz 
Counsel for BHI 
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CLAIM FORM 
Meyers, et al. v BHI Energy Services, LLC. et al. 

Case No. 1:23-cv-12513-LTS 
 

1 
Questions? Go to www.BHIdatasettlement.com or call 1-8XX-XXX-XXXX 

If you are a resident of the United States and were sent a notice letter from BHI Energy Services, 
LLC and/or BHI Energy I Specialty Services LLC (“BHI” or “Defendants”), which was not 

returned as undeliverable and which  notified you that your Private Information may have been 
compromised in a data breach incident (the “Data Incident”) between May 30, 2023 and July 7, 

2023, use this form to make a claim for Documented Out-Of-Pocket Losses, and/or reimbursement 
of Lost Time, CCPA Payment and/or Identity Theft Protection and Credit Monitoring Services, or 

a one-time Pro Rata Cash Payment. 
 

GENERAL INSTRUCTIONS 
 

If you fit the above description and are a member of the Settlement Class, you are eligible to complete this Claim 
Form to request reimbursement for Documented Out-Of-Pocket Losses as a result of the Data Incident up to a 
maximum of $7,500 per person, compensation for up to 4 hours of Lost Time at $25 per hour for time spent 
reasonably related to mitigating the effects of the Data Incident, $100 CCPA Payment, two (2) years of three-
bureau Identity Theft Protection and Credit Monitoring Services, and a Pro Rata Cash Payment.  
 
Please read the Claim Form carefully and answer all questions. Failure to provide the required information could 
result in a denial of your claim. This Claim Form can be completed and submitted with the required documentation 
on the Settlement Website at www.BHIdatabreach.com or mailed to the address below. Claim Forms must be 
submitted on or before [Claims Deadline]. Please legibly print all requested information, in blue or black ink. 
Mail your completed Claim Form, including any supporting documentation, by U.S. mail to the address below. 
Documentation provided in support of your claim will not be returned, please retain copies of your documents for 
your personal records. 
 

BHI Energy Services Data Breach Settlement 
c/o Atticus Administration 

PO Box 64053 
St. Paul, MN 55164 

I.  CLASS MEMBER NAME AND CONTACT INFORMATION  

Provide your name and contact information below. You must notify the Claims Administrator if your contact 
information changes after you submit this form.   

 
 

  
 

                    First Name                                   Last Name 
 

 
 
                   Mailing Address 
 

 
 

  
 

  
 

                          City                     State             Zip Code 
 

 
  
 

 

            Telephone Number 

 
 
                  Email Address                                 
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2 
Questions? Go to www.BHIdatasettlement.com or call 1-8XX-XXX-XXXX. 

 

II.  PROOF OF CLASS MEMBERSHIP 
 
I certify that I reside in the United States and received notice from BHI that my                YES      NO 
Private Information may have been compromised in a data breach incident between May 30, 2023, to July 7, 2023 
(“Settlement Class Member”). 
 
I certify that I reside in the State of California and am a California Subclass Member and         YES      NO 
received notice from BHI that my Private Information may have been compromised in a data breach incident 
between May 30, 2023, to July 7, 2023 (“California Subclass”).   
 
Enter the seven-digit Notice ID Number printed above your name and address on your mailed Notice or the last four 
digits of your Social Security Number: 
 

 
  
 

 

III.  IDENTITY THEFT PROTECTION AND CREDIT MONITORING SERVICES 
 
I wish to receive two (2) years of Identity Theft Protection and Credit Monitoring Services.  YES      NO 
 

IV.  DOCUMENTED OUT-OF-POCKET LOSSES 
 
Complete this section of the Claim Form to be reimbursed for Documented Out-Of-Pocket Losses that you 
incurred as a result of the Data Incident, up to a maximum of $7,500.00. Documentation to substantiate your 
claim(s) is required and must accompany your Claim Form.  
 

Documented Out-of-Pocket Loss Description Date Dollar 
Amount Support Documentation Description 

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

To qualify for Documented Out-Of-Pocket Loss Reimbursements, documentation must be provided for 
each claimed Out-Of-Pocket expense listed above. 

 
 

V.  LOST TIME 
 

Complete this section of the Claim Form to receive compensation for up to four (4) hours of Lost Time at $25 per 
hour for time spent reasonably related to mitigating the effects of the Data Incident. 
 

 

Notice ID Number 

 

Social Security Number (last four digits) 
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3 
Questions? Go to www.BHIdatasettlement.com or call 1-8XX-XXX-XXXX. 

I am claiming Lost Time in the total hours (rounding up to the next hour) indicated below:  
 1 Hour ($25)          2 Hours ($50)           3 Hours ($75)          4 Hours ($100)         

 
The below attestation is required to be eligible for compensation for Lost Time. 

I attest and affirm to the best of my knowledge and belief that any claimed Lost Time was spent reasonably 
related to mitigating the effects of the Data Incident. 

 

VI.  CCPA PAYMENT 
 

Complete this section of the Claim Form if you are a California Subclass Member seeking the CCPA Payment 
Benefit.  
 

I attest and affirm to the best of my knowledge and belief that I am a California Subclass Member and 
would like to claim the pro rata $100 CCPA Payment Benefit.  

 

VII.  PRO RATA PAYMENT 
 

Complete this section of the Claim Form if you are a Settlement Class Member and are seeking the Pro Rata 
Cash Payment Benefit.  
 

I attest and affirm to the best of my knowledge and believe that I am a Settlement Subclass Member and 
would like to claim the pro rata Cash Payment.   

 

VIII.  PAYMENT SELECTION 
 

Please select one payment method for receipt of any Settlement payment to which you are determined eligible: 
 

  PayPal - Enter your PayPal account email address: _____________________________________________ 
 

  Venmo - Enter your Venmo account mobile number: __ __ __-__ __ __-__ __ __ __ 
 

  Zelle - Enter your Zelle mobile number or email address: 
 
Mobile Number: __ __ __-__ __ __-__ __ __ __   or Email Address: __________________________________________ 
 

  Virtual Prepaid e-Mastercard - Enter your email address: _______________________________________ 
 

  Physical Check - Payment will be mailed to the address provided above. 
 
 

IX.  ATTESTATION & SIGNATURE  
 

I swear and affirm under the laws of my state that the information I have supplied in this Claim Form is true and 
correct to the best of my recollection, and that this form was executed on the date set forth below. 
 
 

     
Signature  Printed Name  Date 
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4 
Questions? Go to www.BHIdatasettlement.com or call 1-8XX-XXX-XXXX. 

PLEASE MAKE SURE YOUR CLAIM FORM IS COMPLETE, SIGNED, AND INCLUDES 
DOCUMENTATION TO SUPPORT ANY OUT-OF-POCKET LOSSES BEING CLAIMED. 

 
THE CLAIM FORM MUST BE POSTMARKED FOR MAIL  

OR SUBMITTED ONLINE ON OR BEFORE CLAIMS DEADLINE. 
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For more information visit www.BHIdatasettlement.com or call toll-free 1-8XX-XXX-XXXX. 

IN THE UNITED STATES DISTRICT COURT  
DISTRICT OF MASSACHUSETTS 

   
 
MICHAEL MEYERS, DANIEL MUSKE, GARY 
KAPLAN, KIM WEVER, JOSHUA PYFROM, 
LASHAWNTAE WASHINGTON, and TED MELTON, 
individually and on behalf of all others similarly situated,  
                     
              Plaintiffs, 
      v.  
 
BHI ENERGY SERVICES, LLC and BHI ENERGY I 
SPECIALTY SERVICES LLC, 
  
              Defendants. 

  

   
Lead Case No. 1:23-cv-12513 
  

 
NOTICE OF PROPOSED CLASS ACTION SETTLEMENT 

 
THIS IS A COURT-AUTHORIZED NOTICE.  IT IS NOT A NOTICE OF A LAWSUIT AGAINST YOU OR 

A SOLICITATION FROM A LAWYER. 
 

PLEASE READ THIS NOTICE CAREFULLY 
 

If you are a resident of the United States and were sent a notice letter from BHI Energy 
Services, LLC and BHI Energy I Specialty Services LLC (“BHI” or “Defendants”), which 
was not returned as undeliverable and which notified you that your Private Information may 
have been compromised in a data breach incident (the “Data Incident”) between 
approximately May 30, 2023 and July 7, 2023, you are eligible to participate in a proposed 
class action lawsuit settlement (“Settlement Class”).  
 
A proposed Settlement has been reached in a class action lawsuit against BHI. The lawsuit asserted 
claims against BHI arising out of or related to the Data Incident that BHI advised you of on or 
about October 18, 2023. 
 
If you are a member of the Settlement Class or California Subclass, you have the following options: 
 

 
YOUR LEGAL RIGHTS AND OPTIONS IN THIS SETTLEMENT 

 
SUBMIT A VALID 
CLAIM BY [CLAIMS 
DEADLINE] 

You must submit a valid Claim Form to receive Settlement 
benefits, including reimbursement for documented Out-of-
Pocket expenses incurred as a result of the Data Incident, up to a 
maximum of $7,500 per person; compensation for up to 4 hours 
of Lost Time at $25 per hour for time spent reasonably related to 
mitigating the effects of the Data Incident, CCPA Payment of 
$100, Pro-Rata Cash Payment and 2 years of Identity Theft 
Protection and Credit Monitoring.   
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DO NOTHING 
You will receive no benefits from the Settlement and will no 
longer be able to sue the Released Persons,1 including BHI over 
the claims resolved in the Settlement. 

SUBMIT A WRITTEN 
OPT-OUT BY [OPT-OUT 
DATE] 

Submit a written notice of your intent to be excluded from the 
Settlement. You will receive no benefits from the Settlement, but 
you will retain your legal claims against the Released Parties. 

FILE AN OBJECTION  
BY [OBJECTION DATE] 

Write to the Court about why you do not like the Settlement. You 
must remain in the Settlement Class to object to the Settlement. 

GO TO A HEARING  
ON FINAL APPROVAL 
DATE 

Ask to speak in Court about the fairness of the Settlement. 

 
No payments or other Settlement benefits will be issued until after the Court gives final approval 
to the Settlement and any appeals are resolved.   
 
You can learn more about the Settlement by visiting www.BHIdatasettlement.com or by calling 
1-8XX-XXX-XXXX. 
 

Further Information about this Notice and the Lawsuit 
 

1. Why did I receive a Notice in the mail? 
 
The Postcard Notice you received in the mail was sent to inform you of the proposed Settlement 
because you may be a member of the Settlement Class eligible to receive benefits. The class action 
lawsuit is Meyers, et al., v. BHI Energy Services, LLC, et al. Case No. 1:23-cv-12513-LTS in the 
United States District Court for the District of Massachusetts the (“Lawsuit”).  The Court 
overseeing the Lawsuit authorized this Notice to advise Settlement Class Members about the 
proposed Settlement that will affect their legal rights.  The Notice explains certain legal rights and 
options you have in connection with that Settlement.   
 
2.  What is the Lawsuit about? 
 
The proposed class action Lawsuit is brought on behalf of all natural persons residing in the United 
States who were sent a notice letter by BHI, which was not returned as undeliverable and which 
notified them that their Private Information may have been compromised in a Data Incident 
between May 30, 2023 and July 7, 2023. 
 

 
1 The Released Persons means Defendants and their current and former parent companies, 
subsidiaries, affiliates, divisions, and current and former affiliated individuals and entities, legal 
successors, predecessors (including companies they have acquired, purchased, or absorbed), 
assigns, joint ventures, and each and all of their respective officers, partners, directors, owners, 
stockholders, servants, agents, shareholders, members, managers, principals, investment advisors, 
consultants, employees, representatives, attorneys, accountants, lenders, underwriters, benefits 
administrators, vendors, investors, and funds, past, present, and future, and all persons acting 
under, by, through, or in concert with any of them.  
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3. Why is the Lawsuit a class action? 
 
In a class action, one or more representative plaintiffs bring a lawsuit on behalf of all others who 
are alleged to have similar claims.  Together, these people are the “Class” and each individually is 
a “Class Member.”  In this case the Plaintiffs or “Class Representatives” are Michael Meyers, 
Daniel Muske, Gary Kaplan, Kim Wever, Joshua Pyfrom, Lashawntae Washington, and Ted 
Melton. The companies being sued, in this case BHI Energy Services, LLC and BHI Energy I 
Specialty Services LLC are known as the Defendants.  
  
4. Why is there a Settlement? 
 
The Plaintiffs in the Lawsuit, through their attorneys (known as “Class Counsel”), investigated the 
facts and law relating to the issues in the Lawsuit. The Plaintiffs and Class Counsel believe that 
the Settlement is fair, reasonable, and adequate and will provide substantial benefits to the Class.  
 
The Court has not decided whether the Plaintiffs’ claims or BHI’s defenses have any merit, and it 
will not do so if the proposed Settlement is approved. By agreeing to settle, both sides avoid the 
cost and risk of a trial, and people who submit valid timely claims will receive benefits from the 
Settlement. The Settlement does not mean that BHI did anything wrong, or that the Plaintiffs and 
the Settlement Class would or would not win the case if it were to go to trial. 
 

Terms of the Proposed Settlement 
 

5.  Who is in the Settlement Class? 
 
The Settlement Class means all U.S. residents who were sent breach notice letters by BHI and 
whose breach notice letter was not returned as undeliverable. 
 
The Settlement Class includes a California Subclass, which means all California residents who 
were sent breach notice letters by BHI and whose breach notice letter was not returned as 
undeliverable. 
 
The Settlement Class specifically excludes: (a) the Judge(s) to whom the action is assigned and 
any member of those Judges’ staffs or immediate family members; (b) counsel for the Parties, any 
member of their respective staffs who worked directly on the Litigation, and any member of their 
immediate families; (c) any government entity; (d) any entity in which BHI has a controlling 
interest; and (e) any of BHI’s subsidiaries, parents, affiliates, and officers, directors, employees, 
legal representatives, heirs, successors, or assigns. 
 
6. What are the Settlement benefits? 
 
Class Members shall have the opportunity to submit a Claim Form for certain claimed benefits. 
The claimed benefits, as described below, shall include: (a) Reimbursement of attested time spent 
addressing the Data Incident; (b) Out-of-Pocket Losses; (c) Credit Monitoring and Identity-
Protection Services; (d) CCPA Payment; and (e) a Pro Rata Cash Payment.  
 
Reimbursement of Lost Time: All Settlement Class Members may submit a claim for 
reimbursement of Lost Time up to four (4) hours at twenty-five dollars ($25) per hour. Settlement 
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Class Members can receive reimbursement of Lost Time with an attestation that the time spent 
was in response to the Data Incident. 
 
Out-of-Pocket Losses: Every Settlement Class Member may submit a claim for up to $7,500 each 
for documented out-of-pocket expenses and losses, which are unreimbursed costs, expenditures, 
or losses incurred by a Settlement Class Member that are fairly traceable to the Data Incident 
(“Out-of-Pocket Losses”). Out-of-Pocket Losses may include, without limitation, the following: 
(1) unreimbursed costs, expenses, losses or charges incurred as a result of identity theft or identity 
fraud, falsified tax returns, or other possible misuse of a Settlement Class Member’s Social 
Security Number; (2) unreimbursed costs incurred on or after May 30, 2023, associated with 
accessing or freezing/unfreezing credit reports with any credit reporting agency; (3) other 
unreimbursed miscellaneous expenses incurred related to any Out-of-Pocket Expenses such as 
notary, fax, postage, copying, mileage, and long-distance telephone charges; (4) other mitigative 
costs that were incurred on or after May 30, 2023, through the date of the Settlement Class 
Member’s claim submission; and (5) unpaid time off work to address issues fairly traceable to the 
Data Incident at the actual hourly rate of that Settlement Class Member. 
 
CCPA Payment: California Subclass Members may submit a claim for a $100.00 cash payment 
for the CCPA claim they have brought against Defendants as California residents. The CCPA 
payment may be pro rata decreased if insufficient funds remain in the portion of the Settlement 
Fund set aside for the CCPA Payments following the payment of any Attorneys’ Fees and 
Expenses Award, any Service Awards, the Costs of Claims Administration, the CAFA Notice, 
claims for Out-of-Pocket Losses, and claims for Lost Time.  
 
Pro Rata Cash Payment: All Settlement Class Members may file a claim for a pro rata portion 
of the Settlement Fund. The amount of this benefit shall be based on the number of claims received 
and the amount of funds remaining in the Settlement Fund following the payment of any 
Attorneys’ Fees and Expenses Award, any Service Awards, the Costs of Claims Administration, 
the CAFA Notice, the cost of Credit Monitoring and Identity-Protection Services, claims for Out-
of-Pocket Losses, claims for Lost Time, and claims for CCPA Payments. The Pro Rata Cash 
Payment is intended to exhaust all funds remaining in the Settlement Fund. If for any reason there 
are residual funds, they shall be distributed cy pres to the non-profit organization National 
Cybersecurity Alliance. No residual funds will revert to Defendants. 
 
Credit Monitoring and Identity-Protection Services Benefit: All members of the Settlement 
Class may apply for credit monitoring and identity-protection services for a period of 24 months 
from the date a member of the Settlement Class claims the offer. Identity Defense will include a 
minimum of the following features: (1) identity theft insurance (with a $1,000,000 policy limit); 
(2) real-time credit monitoring services; and (3) access to fraud resolution agents. The costs for 
such services will be paid from the Settlement Fund. 
 
Business Practice Commitments: In addition to the above Settlement benefits, Defendants have 
agreed to remedial enhancements to their data security practices and systems, the cost of which 
totals approximately $6,400,000.00. These Business Practice Commitments include: 
(1) implementing and maintaining multi-factor authentication on Defendants’ remote access 
virtual private network; (2) extending Defendants’ deployment of endpoint detection and response 
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within its systems; (3) extending Defendants’ deployment of antivirus software within its systems; 
(4) decommissioning legacy and unused systems; and (5) taking offline from Defendants’ 
corporate systems data related to former employees within seven (7) years of the termination of 
the employer-employee relationship. 
 
7. What claims are Settlement Class Members giving up under the Settlement? 
 
Settlement Class Members who do not validly exclude themselves from the Settlement will be 
bound by the Settlement Agreement and any final judgment entered by the Court and will give up 
their right to sue the Released Persons for the claims being resolved by the Settlement.  
 
The claims that are being released and the persons and entities being released from those claims 
are described in the Settlement Agreement.  To view the Settlement Agreement, please visit 
www.BHIdatasettlement.com.     
 

Your Options as a Settlement Class Member 
 

8. If I am a Settlement Class Member, what options do I have?   
 
If you are a Settlement Class Member, you do not have to do anything to remain in the Settlement 
Class. 
 
However, if you wish to be eligible for Settlement Benefits, you must complete and submit a 
Claim Form postmarked or submitted online by [Claims Deadline]. You may download or submit 
a Claim Form online at www.BHIdatasettlement.com. 
 
If you do not want to give up your right to sue the Released Parties related to the Data Incident or 
the issues raised in this case, you must exclude yourself (or “Opt-Out”) from the Settlement Class. 
See Question 12 below for instructions on how to exclude yourself. 
 
If you object to the Settlement, you must remain a Settlement Class Member (i.e., you may not 
also exclude yourself from the Settlement Class by opting out) and file a written objection in this 
case with the Court. (See Question 15 below.) If you object, you must still submit a claim if you 
want compensation for unreimbursed losses or credit monitoring services. 
 
9. What happens if I do nothing? 
 
If you do nothing, you will get no benefit from this Settlement. Unless you exclude yourself, after 
the Settlement is granted final approval and the judgment becomes final, you will be bound by the 
judgment and you will never be able to start a lawsuit, continue with a lawsuit, or be part of any 
other lawsuit against the Released Parties related to the claims released by the Settlement. 
 
10. How do I submit a claim? 
 
You may complete the Claim Form online at www.BHIdatasettlement.com. You may also obtain 
a paper Claim Form by downloading it at www.BHIdatasettlement.com or by calling the Claims 
Administrator at 1-8XX-XXX-XXXX. If you choose to complete a paper Claim Form, you may 
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either submit the completed and signed Claim Form and any supporting materials electronically at 
www.BHIdatasettlement.com, via email at: SettlementEmail@atticusadmin.com, or mail 
them to:  

BHI Energy Services Data Breach Settlement 
c/o Atticus Administration 

PO Box 64053 
St. Paul, MN 55164 

 
11. Who decides my Settlement claim and how do they do it? 
 
The Claims Administrator will initially decide whether a Claim Form is complete and valid and 
includes all required documentation. The Claims Administrator may require additional 
information from any claimant. Failure to timely provide all required information will invalidate 
a claim and it will not be paid. 
 
12. How do I exclude myself from the Settlement? 
 
If you wish to Opt Out of the Settlement Class, you must individually sign and timely submit 
written notice of such intent and send it by mail to the Claims Administrator by [Opt-Out Date].  
To be effective, the written opt-out notice must include the following: (a) the requestor’s name, 
address and email address; (b) the requestor’s physical signature; (c) the name and number of this 
Litigation, Meyers, et al. v. BHI Energy Services, LLC, et al., Lead Case No. 1:23-cv-12513-LTS 
(D. Mass); and (d) a statement that clearly manifests his or her wish to be excluded from the 
Settlement Class for purposes of this settlement.  
 
You must mail your request postmarked by [Opt-Out Date]to: 
 

BHI Energy Services Data Breach Settlement 
c/o Atticus Administration 

PO Box 64053 
St. Paul, MN 55164 

 
13. If I exclude myself, can I receive a benefit from this Settlement? 
 
No. If you exclude yourself, you will not be entitled to any Settlement benefits. You will also not 
be bound by the terms of the Settlement Agreement. 
 
14. If I do not exclude myself, can I sue the Released Parties for the Incident later? 
 
No. Unless you exclude yourself, you give up any right to sue the Released Persons for the claims 
that this Settlement resolves. You must timely exclude yourself from the Settlement Class to start 
your own lawsuit or to be part of any different lawsuit relating to the claims in this case. If you 
exclude yourself, do not submit a Claim Form requesting benefits from this Settlement. 
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15. How do I object to the Settlement? 
 
If you do not request exclusion from the Settlement Class, you have the right to object to the 
Settlement or any part of it. The Court will consider your views and decide whether to approve or 
reject the Settlement. You cannot ask the Court to order a different settlement. If the Court denies 
approval, no settlement benefits will be sent out and the lawsuit will continue.   
 
Any objection to the proposed Settlement must be in writing and it and any supporting papers must 
be filed with the Clerk of Court and a copy mailed to Class Counsel and BHI’s Counsel at the 
addresses listed below. Objections must be filed or postmarked no later than [OBJECTION 
DATE].   
 

Class Counsel BHI’s Counsel 
William B. Federman 

FEDERMAN & SHERWOOD 
10205 North Pennsylvania Ave. 

Oklahoma City, OK 73120 
 

A. Brooke Murphy  
MURPHY LAW FIRM 

4116 Will Rogers Pkwy, Suite 700 
Oklahoma City, OK 73108 

 
 

 
Michael J. Stortz 

K&L GATES LLP 
Four Embarcadero Center, Ste. 1200 

San Francisco, CA 94111 
 

Wesley A. Prichard 
K&L GATES LLP 
210 Sixth Avenue 

Pittsburgh, PA 15222 
 

Robert W. Sparkes, III 
K&L GATES LLP 

One Congress Street, Ste. 2900 
Boston, MA 02114 

 
 

 
To be considered by the Court, your objection must be filed timely and include: (a) a reference to 
this case, Meyers, et al. v. BHI Energy Services, LLC, et al., Lead Case No. 1:23-cv-12513-LTS 
(D. Mass.), and the name of the presiding Judge, the Hon. Leo T. Sorokin; (b) the name, address, 
telephone number, and, if available, the email address of the Settlement Class Member or 
Settlement Subclass Member objecting, and if represented by counsel, their counsel’s name, 
address, telephone number, email, and bar number; (c) a written statement of all grounds for the 
objection, accompanied by any legal support for such objection; (d) a statement of whether they 
intend to appear at the Final Approval Hearing, either with or without counsel; (e) proof that the 
objector is a member of the Settlement Class or Settlement Subclass (e.g., copy of the objector’s 
settlement notice, copy of original notice of the Data Incident, or a statement explaining why the 
objector believes he or she is a Settlement Class Member); (f) a list of any other objections 
submitted by the Settlement Class Member or Settlement Subclass Member, or their counsel, to 
any class actions submitted in any court, whether state, federal, or otherwise, in the United States 
in the previous five (5) years; and (g) the Settlement Class Member or Settlement Subclass 
Member’s signature, even if the objection is submitted through counsel. If the Settlement Class 
Member, Settlement Subclass Member, or their counsel has not objected to any other class action 
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settlement in any court in the United States in the previous five (5) years, they shall affirmatively 
state so in the written materials provided in connection with the objection to this Settlement. 
 
If you fail to object in this manner, you will be deemed to have waived and forfeited any and all 
rights you may have to appear separately and/or to object to the Settlement Agreement, and you 
shall be bound by all the terms of the Settlement Agreement and by all proceedings, orders, and 
judgments in the Litigation. The exclusive means for any challenge to the Settlement Agreement 
shall be through the provisions set forth in paragraph 6.4 of the Settlement Agreement.  
 

Court Approval of the Settlement 
 

16. How, when, and where will the Court decide whether to approve the Settlement?  
 
The Court will hold a Final Approval Hearing on [FINAL HEARING DATE] at [HEARING 
TIME] at the U.S. District Court for the District of Massachusetts, John J. Moakley Courthouse, 
One Courthouse Way, Boston, MA 02210, to decide whether to approve the Settlement. At the 
Final Approval Hearing, the Court will consider whether the Settlement is fair, reasonable, and 
adequate. If there are timely objections, the Court will consider them and will listen to people who 
properly requested to speak at the hearing. The Court may also consider Plaintiffs’ request for 
Attorneys’ Fees and Costs, and Plaintiffs’ request for a Service Award for the Class 
Representatives. After the hearing, the Court will decide whether to approve the Settlement.   
 
It is possible the Court could reschedule the hearing to a different date or time without notice, so 
it is a good idea before the hearing to check www.BHIdatasettlement.com to confirm the 
schedule if you wish to attend. 
 
17. Do I have to attend the hearing? 
 
No. You do not need to attend the hearing. Class Counsel will represent the interests of the 
Settlement Class. If you object to the Settlement and wish to appear in person you are welcome to 
do so if your written objection was properly submitted pursuant to the instructions in Question 15. 
It is not necessary to appear in person to make an objection. You or your own lawyer are welcome 
to attend the hearing at your expense but are not required to do so. 
 
18. What happens if the Court approves the Settlement? 
 
If the Court approves the Settlement, there may still be appeals. If an appeal is taken, it is possible 
the Settlement could be disapproved on appeal or take time to resolve. We do not know how long 
this process may take. 
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19. What happens if the Court does not approve the Settlement? 
 
If the Court does not approve the Settlement, there will be no Settlement benefits available to 
Settlement Class Members, Class Counsel, or the Class Representatives, and the case will proceed 
as if no Settlement had been attempted.   
 

Lawyers for the Settlement Class and BHI 
 

20. Who represents the Settlement Class? 
 
The Settlement Class is represented by: 
 

William B. Federman 
FEDERMAN & SHERWOOD 

10205 North Pennsylvania Avenue 
Oklahoma City, OK 73120 

 
and  

 
A. Brooke Murphy  

MURPHY LAW FIRM 
4116 Will Rogers Pkwy, Suite 700 

Oklahoma City, OK 73108 
 
Settlement Class Members will not be charged for the services of Class Counsel; Class Counsel 
will be paid from the Settlement Fund, subject to Court approval.  However, you may hire your 
own attorney at your own expense to advise you in this matter or represent you in making an 
objection or appearing at the Final Approval Hearing, if you so choose.   
 
21. How will the lawyers for the Settlement Class be paid? 
 
Class Counsel will request an award of Attorneys’ Fees and reimbursement of costs and expenses. 
Class Counsel will move the Court for an award of their reasonable attorneys’ fees incurred in the 
Action in an amount not to exceed Six Hundred Thousand Dollars ($600,000.00), and 
reimbursement of litigation expenses of an amount not to exceed Forty-Five Thousand Dollars 
($45,000.00). 
 
Class Counsel will also seek approval from the Court for Service Award Payments of Two 
Thousand Five Hundred Dollars ($2,500.00) to each Class Representative in recognition of his or 
her contributions to this Action. 
 
BHI’s obligation for all payments required to be made under the Settlement Agreement shall not 
exceed One Million Five Hundred Thousand Dollars ($1,500,000.00). If the Court awards the 
Class Counsel Fee Award and Costs and the Class Representative Service Award described above, 
these award(s) and the costs to administer the Settlement will be deducted from the $1,500,000.00 
Settlement Fund. 
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22. Who represents BHI in the Lawsuit? 
 
BHI is represented by: 

Michael J. Stortz 
K&L GATES LLP 

Four Embarcadero Center, Ste. 1200 
San Francisco, CA 94111 

 
Wesley A. Prichard 
K&L GATES LLP 
210 Sixth Avenue 

Pittsburgh, PA 15222 
 

Robert W. Sparkes, III 
K&L GATES LLP 

One Congress Street, Ste. 2900 
Boston, MA 02114 

 
For Further Information 

 
23. What if I want further information or have questions? 
 
For additional information, please visit www.BHIdatasettlement.com. You may also contact the 
Claims Administrator by mail, email or phone: 
 

BHI Services Data Breach Settlement 
c/o Atticus Administration 

PO Box 64053 
St. Paul, MN 55164 

SettlementEmail@atticusadmin.com 
1-8XX-XXX-XXXX 

 
PLEASE DO NOT CONTACT THE COURT OR BHI’S COUNSEL FOR 

INFORMATION REGARDING THIS SETTLEMENT.  
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MASSACHUSETTS 

 
 
MICHAEL MEYERS, et al., 
 Plaintiffs, 
v. 
BHI ENERGY SERVICES, LLC, et al., 

 Defendants. 

 
      Lead Case No. 1:23-cv-12513-LTS 
 
 

[PROPOSED] ORDER GRANTING 
PRELIMINARY APPROVAL OF 
CLASS ACTION SETTLEMENT 

 
This matter comes before the Court on Plaintiffs’ Unopposed Motion for Preliminary 

Approval of Class Action Settlement and Notice Plan (“Motion”). The Court has reviewed the 

Motion and the class Settlement Agreement (“Agreement”) entered into by Plaintiffs and 

Defendants BHI Energy Services, LLC and BHI Energy I Specialty Services LLC (collectively, 

“Defendants” or “BHI”) (together with Plaintiffs, the “Parties”), and it finds that the Motion should 

be GRANTED.1 

1. The Court does hereby preliminarily and conditionally approve, for settlement 

purposes only, the following Settlement Class and California Subclass:  

Nationwide Class. All U.S. residents who were sent breach notice letters by BHI 
and whose breach notice letter was not returned as undeliverable. 

California Subclass. All California residents who were sent breach notice letters by 
BHI and whose breach notice letter was not returned as undeliverable. 

Excluded from the Settlement Class and California Subclass are (a) the Judge(s) to whom 

the action is assigned and any member of those Judges’ staffs or immediate family members; 

(b) counsel for the Parties, any member of their respective staffs who worked directly on the 

 
1 Unless otherwise stated, all capitalized terms used in this Order shall have the same meanings as 
set forth in the Settlement Agreement. 
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Litigation, and any member of their immediate families; (c) any government entity; (d) any entity 

in which BHI has a controlling interest; and (e) any of BHI’s subsidiaries, parents, affiliates, and 

officers, directors, employees, legal representatives, heirs, successors, or assigns. 

2. The Settlement provides that BHI will pay $1,500,000.00 to establish a non-

reversionary Settlement Fund that will be used to cover any settlement benefits, Costs of Claims 

Administration, any Attorneys’ Fees and Expenses Award, and any Service Award to Class 

Representatives. The Settlement also requires BHI to implement and/or maintain certain Business 

Practice Commitments designed to enhance BHI’s data security, with a total cost of approximately 

$6,400,000.00 being incurred by BHI separate from the Settlement Fund.  

3. Subject to the terms and conditions set forth in the Settlement Agreement, the 

following Settlement benefits are available to Settlement Class Members who submit valid and 

timely Claim Forms: 

a. Reimbursement of certain documented Out-of-Pocket Losses incurred as a result of 
the Data Incident, up to a maximum of $7,500 per person; 
 

b. Compensation for lost time spent remedying issues related to the Data Incident at 
$25 per hour up to 4 hours for a maximum of up to $100 per person; 

 
c. Two years of credit monitoring and identity theft protection services, with identity 

restoration insurance; 
 

d. CCPA payments of $100 for each valid California Subclass claimant; 
 

e. Pro Rata Cash Payments to valid claimants of any money remaining in the Net 
Settlement Fund after the payment of Settlement costs and other Settlement 
benefits. 

 
4. Based upon information provided and for settlement purposes only: the Settlement 

Class is ascertainable; it numbers approximately 88,408 individuals (including 2,514 California 

Subclass members), satisfying numerosity; there are common questions of law and fact, including 
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whether BHI’s Data Incident potentially compromised the Class Representatives’ and Settlement 

Class Members’ Personal Information, satisfying commonality; the proposed Class 

Representatives’ claims are typical, in that they are members of the Settlement Class and allege 

they received notice from BHI that their Personal Information was potentially compromised in 

BHI’s Data Incident, thereby alleging they have been damaged by the same conduct as other 

Settlement Class Members; the proposed Class Representative and Class Counsel will fully, fairly 

and adequately protect the interests of the Settlement Class; questions of law and fact common to 

members of the Settlement Class predominate over questions affecting only individual members 

for settlement purposes; and a nationwide class for settlement purposes is superior to other 

available methods for the fair and efficient adjudication of this controversy. 

5. The Court appoints Michael Meyers, Daniel Muske, Gary Kaplan, Kim Wever, 

Joshua Pyfrom, Lashawntae Washington, and Ted Melton as the Class Representatives of the 

Settlement Class. 

6. The Court appoints as Class Counsel William Federman of Federman & Sherwood 

and A. Brooke Murphy of Murphy Law Firm.  

7. The Court appoints Atticus Administration, LLC as Claims Administrator. 

8. The Court does hereby preliminarily approve the Settlement, including the notices 

and releases contained therein as being fair, reasonable, and adequate as to the Settlement Class 

Members, subject to further consideration at the Final Approval Hearing described below.  

9. A Final Approval Hearing shall be held before the Court on _____, 202_, at ____ 

am/pm for the following purposes:  

a. To determine whether the proposed Settlement on the terms and conditions 
provided for by the Agreement is fair, reasonable, and adequate to the Settlement 
Class and should be approved by the Court; 
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b. To determine whether a Final Approval Order, as defined in the Agreement, should 
be entered; 

 
c. To determine whether the claims process under the Settlement is fair and 

reasonable, and it should be approved by the Court; 
 

d. To determine whether Plaintiffs’ application for an Attorneys’ Fees and Expenses 
Award and requested Service Awards for the Class Representatives should be 
approved; and 

 
e. To rule upon such other matters as the Court may deem appropriate. 

 
10. Plaintiffs’ Motion for Final Approval shall be filed at least thirty-five (35) days 

before the Final Approval Hearing. 

11. The Court approves, as to the form and content, the Long Notice, Short Notice, 

Claim Form, and Notice Program, and finds that the mailing, distribution, and publishing of the 

various notices in the form and manner set forth in the Settlement Agreement meets the 

requirements of Fed. R. Civ. P. 23 and due process, and is the best notice practicable under the 

circumstances, and shall constitute due and sufficient notice to all persons entitled to notice.  

12. The Complaint was commenced after February 18, 2005. The Court directs BHI to 

timely notify, through the Claims Administrator, the appropriate Federal and State officials under 

the Class Action Fairness Act of 2005, 28 U.S.C. § 1715 (to the extent this has not already been 

done). Counsel for BHI or the Claims Administrator shall, at or before the Final Approval Hearing, 

file with the Court proof of compliance with the notice provisions of the Class Action Fairness Act 

of 2005, 28 U.S.C. §1715. 

13. The Claim Form submitted by each Settlement Class Member must be properly 

completed, signed, and submitted in a timely manner in accordance with the provisions of the 

Settlement Agreement.  
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14. As part of the Claim Form, each Settlement Class Member shall submit to the 

jurisdiction of the Court with respect to the Claim submitted and shall (subject to effectuation of 

the Settlement) release all Released Claims as provided in the Agreement.  

15. All Settlement Class Members shall be bound by all determinations and judgments 

in this litigation concerning the Settlement, including, but not limited to, the releases provided for 

in the Agreement, whether favorable or unfavorable, except those who timely and validly 

requested exclusion from the Settlement Class and have not opted back in. The persons who timely 

and validly requested exclusion from the Settlement Class will be excluded from the Settlement 

Class and shall not have rights under the Agreement, shall not be entitled to submit any Claim, and 

shall not be bound by the Agreement or the Final Approval Order. 

16. Pending final determination of whether the Agreement should be approved, Class 

Counsel, Plaintiffs, and Settlement Class Members are barred and enjoined from filing, 

commencing or prosecuting any action asserting any Released Claims against Defendants.  

17. Any Settlement Class Member may enter an appearance, individually or, at their 

own expense, through counsel of their choice, in which case counsel must file with the Clerk of 

Court and deliver to Class Counsel and counsel for BHI a notice of such appearance no later than 

sixty (60) days after the Notice Deadline. If they do not enter an appearance, they will be 

represented by Class Counsel. 

18. Any Settlement Class Member may appear and show cause, if that Settlement Class 

Member has any reason why the proposed Settlement should not be approved as fair, reasonable, 

and adequate, or why Class Counsel’s application for an Attorneys’ Fees and Expenses Award 

should not be granted; provided, however, that no person shall be heard or entitled to contest such 

matters unless that person has filed with the Clerk of Court of the U.S. District Court for the District 
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of Massachusetts, and served concurrently upon Class Counsel and Counsel for Defendants, 

sufficient written objections and copies of all papers and briefs in support of any such objection. 

Objections must be filed by the Objection Deadline. 

19. Any written objection shall include: (a) a reference to this case, Meyers, et al. v. 

BHI Energy Services, LLC, et al., Lead Case No. 1:23-cv-12513-LTS (D. Mass.), and the name of 

the presiding Judge, the Hon. Leo T. Sorokin; (b) the name, address, telephone number, and, if 

available, the email address of the Settlement Class Member or Settlement Subclass Member 

objecting, and if represented by counsel, their counsel’s name, address, telephone number, email, 

and bar number; (c) a written statement of all grounds for the objection, accompanied by any legal 

support for such objection; (d) a statement of whether they intend to appear at the Final Approval 

Hearing, either with or without counsel; (e) proof that the objector is a member of the Settlement 

Class or Settlement Subclass (e.g., copy of the objector’s settlement notice, copy of original notice 

of the Data Incident, or a statement explaining why the objector believes he or she is a Settlement 

Class Member); (f) a list of any other objections submitted by the Settlement Class Member or 

Settlement Subclass Member, or their counsel, to any class actions submitted in any court, whether 

state, federal, or otherwise, in the United States in the previous five (5) years; and (g) the 

Settlement Class Member or Settlement Subclass Member’s signature, even if the objection is 

submitted through counsel. If the Settlement Subclass Member, Settlement Subclass Member, or 

their counsel has not objected to any other class action settlement in any court in the United States 

in the previous five (5) years, they shall affirmatively state so in the written materials provided in 

connection with the objection to this Settlement. This information is material to the Court’s 

consideration of the Settlement.  
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20. Any person who does not make an objection in the manner provided in this Order 

shall be deemed to have waived such objection and shall forever be foreclosed from making any 

objection to the fairness or adequacy of the proposed Settlement as set forth in the Agreement, 

unless otherwise ordered by the Court.  

21. Each Person wishing to opt out of the Settlement Class or Settlement Subclass shall 

individually sign (with a physical signature) and timely submit a written notice to the Claims 

Administrator of such intent by mailing it with a postmark by the Opt-Out Date to the designated 

Post Office box established by the Claims Administrator. To be effective, the written opt-out notice 

must include the following: (a) the requestor’s name, address and email address; (b) the requestor’s 

physical signature; (c) the name and number of this Litigation, Meyers, et al. v. BHI Energy 

Services, LLC, et al., Lead Case No. 1:23-cv-12513-LTS (D. Mass); and (d) a statement that clearly 

manifests his or her wish to be excluded from the Settlement Class for purposes of this settlement. 

To be effective, written notice must be postmarked no later than the Opt-Out Date. 

22. This Order, the Agreement, and the Settlement, and any of their terms, whether or 

not it becomes final, and all negotiations, discussions, and proceedings in connection with this 

Order, the Agreement, and the Settlement, shall not constitute an admission, adjudication, or 

evidence of: (a) any violation of any statute or law or of any liability or wrongdoing by Defendants 

or any of the Released Parties; (b) the truth of any of the claims or allegations alleged in the Action; 

(c) the incurrence of any damage, loss, or injury by any Settlement Class Member; or (d) the 

propriety of certification of a class other than solely for the purposes of the Settlement. This Order, 

the Agreement, and the Settlement, and any of their terms, and all negotiations, discussions and 

proceedings in connection with this Order, the Agreement and the Settlement shall not be offered 

or received in evidence or used for any purpose in this or any other proceeding in any court, 
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administrative agency, arbitration tribunal, or other forum of any kind of character in the United 

States or any other country except as necessary to enforce the terms of this Order or the Settlement. 

All rights of the Parties are reserved and retained if the Settlement does not become final in 

accordance with the terms of the Settlement Agreement. 

23. The Claims Administrator is directed to provide Notice to the Settlement Class 

Members, collect, process, review and determine the validity of all Claims, and otherwise perform 

its duties in accordance with the Agreement. 

24. In the event the Final Judgment Order is not entered by the Court, or in the event 

that the Settlement Agreement becomes null and void or terminates pursuant to its terms, the 

Settlement, this Preliminary Approval Order, and all orders entered in connection herewith shall 

become null and void, shall be of no further force and effect, and shall not be used or referred to 

for any purposes whatsoever in this Litigation or any other case or controversy. In such event the 

Settlement Agreement and all negotiations and proceedings directly related thereto shall be 

deemed to be without prejudice to the rights of any and all of the Parties, who shall be restored to 

their respective positions as of the date and time immediately preceding the execution of the 

Settlement Agreement. 

25. Counsel for the Parties are hereby authorized to use all reasonable procedures in 

connection with the administration of the Settlement that are not materially inconsistent with either 

this Preliminary Approval Order or the terms of the Settlement Agreement. 

26. All further proceedings and deadlines in this action are hereby stayed except for 

those required to effectuate the Settlement Agreement and this Preliminary Approval Order. 

27. In addition to the deadlines imposed above, the Settlement Administrator and 

Parties shall abide by the following timeline: 
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From Order Granting Preliminary Approval 

 

  
BHI provides list of Settlement Class Members 
to the Claims Administrator  

+7 days  

BHI pays cost of Notice  +21 days  
Notice Commencement Date +30 days  
 

 
From Notice Commencement Date 

 

  
Class Counsel’s Motion for Attorneys’ Fees and 
Reimbursement of Litigation Expenses 

+45 days 

Objection Deadline +60 days (i.e., 90 days after Order 
Granting Preliminary Approval) 

Opt-Out Deadline +60 days (i.e., 90 days after Order 
Granting Preliminary Approval) 

Optional Reminder Notice +60 days (i.e., 90 days after Order 
Granting Preliminary Approval) 

Claims Deadline  +150 days (i.e., 180 days after Order 
Granting Preliminary Approval) 

 
Final Approval Hearing 

At least 120 days from Order Granting 
Preliminary Approval  

Motion for Final Approval  At least 35 days before Final Approval 
Hearing  

 
28. The Court reserves the right to adjourn the date of the Final Approval Hearing 

without further notice to the Settlement Class Members and retains jurisdiction to consider all 

further applications or matters arising out of or connected with the proposed Settlement. The Court 

may approve the Settlement, with such modifications as may be agreed to by the Plaintiffs and 

Defendants, if appropriate, without further notice to the Settlement Class. 

IT IS ORDERED:  

Date: ____________    ________________________________  
HONORABLE LEO T. SOROKIN  
UNITED STATES DISTRICT COURT JUDGE  
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MASSACHUSETTS 

 
 
MICHAEL MEYERS, et al., 
 Plaintiffs, 
v. 
BHI ENERGY SERVICES, LLC, et al., 

Defendants. 

 
      Lead Case No. 1:23-cv-12513-LTS 
 
 

[PROPOSED] FINAL JUDGMENT 
ORDER 

 
Before the Court is Plaintiffs’ Unopposed Motion for Final Approval of Class Settlement 

Agreement (the “Motion”) requesting that the Court enter an Order granting final approval of the 

class action settlement involving Class Representatives Michael Meyers, Daniel Muske, Gary 

Kaplan, Kim Wever, Joshua Pyfrom, Lashawntae Washington, and Ted Melton (“Plaintiffs” or 

“Class Representatives”) and Defendants BHI Energy Services, LLC and BHI Energy I Specialty 

Services LLC (collectively, “Defendants” or “BHI”) as fair, reasonable and adequate. 

Having reviewed and considered the Settlement Agreement and Plaintiffs’ Motion, and 

having conducted a Final Approval Hearing, the Court makes the findings and grants the relief set 

forth below approving the settlement upon the terms and conditions set forth in this Final Judgment 

and Order. 

THE COURT not being required to conduct a trial on the merits of the case or determine 

with certainty the factual and legal issues in dispute when determining whether to approve a 

proposed class action settlement; and 

THE COURT being required under Federal Rule of Civil Procedure 23(e) to make the 

findings and conclusions hereinafter set forth for the limited purpose of determining whether the 

Case 1:23-cv-12513-LTS   Document 47-1   Filed 11/13/24   Page 71 of 79



2 

settlement should be approved as being fair, reasonable, adequate and in the best interests of the 

Settlement Class Members; 

IT IS ON THIS _____ day of _____________, 202_, ORDERED that: 

1. Unless otherwise noted, words spelled in this Final Judgment Order with initial 

capital letters have the same meaning as set forth in the Settlement Agreement. 

2. On __________________ ___, 2024, the Court entered an Order Granting 

Preliminary Approval of Class Action Settlement (the “Preliminary Approval Order”), which, 

among other things: (a) approved the Class Notice to the Settlement Class, including approval of 

the form and manner of notice set forth in the Settlement Agreement; (b) provisionally certified a 

class in this matter, including defining the Settlement Class; (c) appointed Plaintiffs as the Class 

Representatives and A. Brooke Murphy and William B. Federman as Class Counsel; (d) 

preliminarily approved the settlement; (e) set deadlines for opt-outs and objections; (f) approved 

and appointed the Settlement Administrator; and (g) set the date for the Final Approval Hearing. 

3. In the Preliminary Approval Order, pursuant to Federal Rule of Civil Procedure 

23(b)(3) and 23(e), the Court defined the Settlement Class for settlement purposes only. The Court 

defined the Settlement Class and California Subclass as follows: 

Settlement Class. All U.S. residents who were sent a breach notice letter by BHI 
and whose breach notice letter was not returned as undeliverable. 

California Subclass. All California residents who were sent a breach notice letter 
by BHI and whose breach notice letter was not returned as undeliverable. 

Excluded from the Settlement Class are (a) the Judge(s) to whom the action is assigned and 

any member of those Judges’ staffs or immediate family members; (b) counsel for the Parties, any 

member of their respective staffs who worked directly on the Litigation, and any member of their 

immediate families; (c) any government entity; (d) any entity in which BHI has a controlling 

Case 1:23-cv-12513-LTS   Document 47-1   Filed 11/13/24   Page 72 of 79



3 

interest; and (e) any of BHI’s subsidiaries, parents, affiliates, and officers, directors, employees, 

legal representatives, heirs, successors, or assigns. 

4. The Court, having reviewed the terms of the Settlement Agreement submitted by 

the Parties, grants final approval of the Settlement Agreement and certifies the Settlement Class 

as defined herein and in the Preliminary Approval Order, and finds that the settlement is fair, 

reasonable, and adequate and meets the requirements of Federal Rule of Civil Procedure 23(e). 

5. The Settlement Agreement provides, in part, and subject to a more detailed 

description of the settlement terms in the Settlement Agreement, for: 

a. The establishment of a Settlement Fund in the amount of $1,500,000.00. 

b. A process by which Settlement Class Members who submit valid and timely Claim 

Forms to the Claims Administrator will receive two years of credit monitoring and identity-

protection services free of charge.  

c. A process by which Settlement Class Members who submit valid and timely Claim 

Forms for lost time spent responding to the Data Incident to the Claims Administrator are eligible 

to receive compensation up to $100. 

d. A process by which Settlement Class Members who submit valid and timely Claim 

Forms with supporting documentation to the Claims Administrator, which will evaluate all Claim 

Forms submitted, are eligible to receive compensation for unreimbursed losses up to a total of 

$7,500.00. 

e. A process by which California Subclass Members who submit valid and timely 

Claim Forms for CCPA payments are eligible to receive $100, subject to pro rata decrease if 

insufficient funds remain following the payment of Settlement costs and other Settlement benefits. 
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f. A process by which Settlement Class Members who submit valid and timely Claim 

Forms are eligible to receive additional pro rata compensation from the remaining Settlement 

Fund based upon the amount of funds available after the payment of any Attorneys’ Fees and 

Expenses Award, any Service Awards, the Costs of Claims Administration, the CAFA Notice, the 

cost of Credit Monitoring and Identity-Protection Services, claims for Out-of-Pocket Losses, 

claims for Lost Time, and claims for CCPA payments. 

g. Defendants have implemented improvements, and planned for future 

implementations, to improve their cybersecurity since the Data Incident to help mitigate the risk 

of similar data incidents. Costs associated with these business practice changes are estimated at 

$6,400,000.00 total and will be paid by Defendants separate and apart from the Settlement Fund. 

h. All costs of class notice and claims administration shall be paid out of the 

Settlement Fund. 

i.  Service Awards in the amount of up to $2,500.00 to each Class Representative to 

be paid out of the Settlement Fund, subject to Court approval. 

j. Attorneys’ fees to Class Counsel in an amount up to $600,000.00 of the Settlement 

Fund and reimbursement of litigation expenses up to $45,000.00, subject to Court approval, to be 

paid out of the Settlement Fund. 

6. Commencing on the Notice Commencement Date, pursuant to the notice 

requirements in the Settlement Agreement and the Preliminary Approval Order, the Settlement 

Administrator provided Notice to Settlement Class Members in compliance with the Settlement 

Agreement, due process, and Rule 23 of the Federal Rules of Civil Procedure. The Notice: 

a. Fully and accurately informed Settlement Class Members about the Action 

and the existence and terms of the Settlement Agreement; 
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b. Advised Settlement Class Members of their right to request exclusion from 

the settlement and provided sufficient information so that Settlement Class Members were 

able to decide whether to accept the benefits offered, opt out and pursue their own 

remedies, or object to the proposed settlement; 

c. Provided procedures for Settlement Class Members to file written 

objections to the proposed settlement, to appear at the Final Approval Hearing, and to state 

objections to the proposed settlement; and 

d. Provided the time, date, and place of the Final Approval Hearing. 

7. The terms of the Settlement Agreement are fair, reasonable, and adequate, and are 

hereby approved, adopted, and incorporated by the Court. The Parties, their respective attorneys, 

and the Settlement Administrator are hereby directed to consummate the settlement in accordance 

with this Order and the terms of the Settlement Agreement. 

8. Notice of the Final Approval Hearing and the proposed Motion for Attorneys’ Fees, 

Costs, Expenses, and Service Awards have been provided to Settlement Class Members as directed 

by this Court’s orders. 

9. The record establishes that the Claims Administrator served the required notices 

under the Class Action Fairness Act of 2005, 28 U.S.C. § 1715, with the documentation required 

by 28 U.S.C. § 1715(b)(1)–(8). 

10. The Court finds that such notice as therein ordered constituted the best practicable 

notice under the circumstances, apprised Settlement Class Members of the pendency of the action, 

gave them an opportunity to opt out or object, complied with the requirements of Federal Rule of 

Civil Procedure 23(c)(2), and satisfied due process under the United States Constitution, and other 

applicable law. 
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11. As of the final date for opting out of the Settlement, ______ Settlement Class 

Members have submitted a valid request to be excluded from the settlement. Those persons are 

not bound by this Final Judgment and Order, as set forth in the Settlement Agreement, and a list 

of those persons is attached hereto. 

12. The Court has considered all the documents filed in support of the settlement, and 

has fully considered all matters raised, all exhibits and affidavits filed, all evidence received at the 

Final Approval Hearing, all other papers and documents comprising the record herein, and all oral 

arguments presented to the Court. 

13. The Court awards Class Counsel $____________________ in reasonable fees, and 

$_________________ in reimbursement of costs and expenses. The Court finds this amount to be 

fair and reasonable. Payment shall be made from the Settlement Fund pursuant to the procedures 

in the Settlement Agreement. 

14. The Court awards a Service Award of $_______________ to each Class 

Representative. The Court finds this amount is justified by the Class Representatives’ service to 

the Settlement Class. Payment shall be made from the Settlement Fund as directed by Class 

Counsel in accordance with the Settlement Agreement. 

15. As of the Effective Date, the Class Representatives and every Settlement Class 

Member have released the Released Claims, which are: any and all past, present, and future claims, 

causes of action, demands, damages, debts, liabilities, remedies, proceedings, actions, suits, 

allegations, assertions of wrongdoing, and any demand for injunctive relief or any other type of 

equitable or legal relief including, but not limited to, any causes of action arising under or premised 

upon any statute, constitution, law, ordinance, treaty, regulation, or common law of any country, 

state, province, county, city, or municipality, whether known or unknown, suspected or 
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unsuspected, asserted or unasserted, discovered or undiscovered, liquidated or unliquidated, 

accrued or unaccrued, fixed or contingent, direct or derivative, and any other form of legal or 

equitable relief that either has been asserted, was asserted, or could have been asserted by any 

Settlement Class Member or Settlement Subclass Member against any of the Released Persons 

with respect to the Data Incident or data security in any fashion. Released Claims shall not include 

the right of any Settlement Class Member or Settlement Subclass Member or any of the Released 

Persons to enforce the terms of this Settlement Agreement and shall not include the claims of 

individuals in the Settlement Class who have timely opted out from the Settlement. 

16. The Released Claims are released by the Class Representatives and every 

Settlement Class Member in favor of the Released Persons, which are: Defendants and their current 

and former parent companies, subsidiaries, affiliates, divisions, and current and former affiliated 

individuals and entities, legal successors, predecessors (including companies they have acquired, 

purchased, or absorbed), assigns, joint ventures, and each and all of their respective officers, 

partners, directors, owners, stockholders, servants, agents, shareholders, members, managers, 

principals, investment advisors, consultants, employees, representatives, attorneys, accountants, 

lenders, underwriters, benefits administrators, vendors, investors, and funds, past, present, and 

future, and all persons acting under, by, through, or in concert with any of them. 

17. The Class Representatives and the Settlement Class Members waive any principles 

of law similar to and including Section 1542 of the California Civil Code, which provides: 

A GENERAL RELEASE DOES NOT EXTEND TO CLAIMS 
THAT THE CREDITOR OR RELEASING PARTY DOES NOT 
KNOW OR SUSPECT TO EXIST IN HIS OR HER FAVOR AT 
THE TIME OF EXECUTING THE RELEASE AND THAT, IF 
KNOWN BY HIM OR HER, WOULD HAVE MATERIALLY 
AFFECTED HIS OR HER SETTLEMENT WITH THE DEBTOR 
OR RELEASED PARTY. 
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18. The Class Representatives and the Settlement Class Members agree that Section 

1542 and all similar federal or state laws, rules, or legal principles of any other jurisdiction are 

knowingly and voluntarily waived in connection with the claims released in the Settlement 

Agreement and agree that this is an essential term of the Settlement Agreement. The Class 

Representatives and the Settlement Class Members acknowledge that they may later discover 

claims presently unknown or suspected, or facts in addition to or different from those which they 

now believe to be true with respect to the matters released in the Settlement Agreement. 

Nevertheless, the Class Representatives and the Settlement Class Members fully, finally, and 

forever settle and release the Released Claims against the Released Parties. 

19. In no event shall the Settlement Agreement, any of its provisions, or any 

negotiations, statements, or proceedings relating to it be offered or received as evidence in the 

Litigation or in any other proceeding, except in a proceeding to enforce the Settlement Agreement 

(including its Release).  

20. The Settlement Agreement and this Final Judgment Order, and all documents, 

supporting materials, representations, statements and proceedings relating to the settlement, are 

not, and shall not be construed as, used as, or deemed evidence of, any admission by or against 

Defendants of liability, fault, wrongdoing, or violation of any law, or of the validity or certifiability 

for litigation purposes of the Settlement Class or any claims that were or could have been asserted 

in the Action. 

21. The Settlement Agreement and this Final Judgment Order, and all documents, 

supporting materials, representations, statements and proceedings relating to the settlement shall 

not be offered or received into evidence, and are not admissible into evidence, in any action or 

proceeding, except that the Settlement Agreement and this Final Judgment Order may be filed in 
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any action by any Defendant or Settlement Class Member seeking to enforce the Settlement 

Agreement or the Final Judgment Order. 

22. If the Effective Date does not occur for any reason, the Litigation will revert to the 

status that existed before the Settlement Agreement’s execution date, and the Parties shall be 

restored to their respective positions in the Litigation as if the Settlement Agreement had never 

been entered into. No term or draft of the Settlement Agreement, or any part of the Parties’ 

settlement discussions, negotiations, or documentation, will have any effect or be admissible in 

evidence for any purpose in the Litigation. 

23. The matter is hereby dismissed with prejudice and without costs except that the 

Court reserves jurisdiction solely over the consummation and enforcement of the settlement. 

24. The Court shall retain jurisdiction solely with respect to implementation and 

enforcement of the terms of this Settlement Agreement, and the Parties submit to the jurisdiction 

of the Court for purposes of implementing and enforcing the settlement embodied in the Settlement 

Agreement. 

25. In accordance with Federal Rule of Civil Procedure 23, this Final Judgment and 

Order resolves all claims against all Parties in this action and is a final order. There is no just 

reason to delay entry of final judgment in this matter, and the Clerk is directed to file this Final 

Judgment Order in this matter and mark this case as Administratively Closed. 

 
IT IS ORDERED:  

Date: ____________    ________________________________  
HONORABLE LEO T. SOROKIN  
UNITED STATES DISTRICT COURT JUDGE  

Case 1:23-cv-12513-LTS   Document 47-1   Filed 11/13/24   Page 79 of 79


